Landulph Parish Council

—— Making Things Better

Landulph Parish Council Information Technology Policy

This IT policy sets how Councillors and Clerk should use technology for Council business. The aim of this policy is
to ensure the security and integrity of the Council’s data and provide resilience when a Councillor or Clerk is not
available. Compliance with this policy is mandatory.

Use of equipment
This policy applies to Councillors and Clerk whether they are using their own or Parish Council equipment

including computers, laptops, tablets, phones, networks.

Users are responsible for:

e ensuring that when using any equipment, Council information is secure and cannot be accessed by a third
party;

e for ensuring that any passwords which would allow access to Council information are kept secure and not
shared;

e keeping Parish Council communications separate from personal communications (eg WhatsApp, email,
texts).

Council Data

This policy applies to all data that is acquired or generated as part of the business of the Parish Council.

Users are responsible for:

e ensuring that all Council documents (including drafts and published pdfs) are filed in an appropriate Team
folder;

e avoiding circulating non-public documents by email (links to the document in a team folder should be
used to maintain security);

e  being mindful that documents in a Team folder may not be for public distribution;
e complying with GDPR principles for the storage of personal data.

The Clerk is responsible for the general publication of documents including to the Parish Council website.

Guidance on Use of Council IT Systems
The Council uses the domain landulphparishcouncil.gov.uk with three main IT systems supported by Parish Online:
Email and WorkDrive (implemented via Zoho) and a Website (implemented by Wordpress). The following diagram

shows how these systems interact.
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Using Email

On a laptop or desktop, email is most easily used via a web browser (eg Chrome, Safari) which integrates with
WorkDrive allowing incoming attachments to be easily stored and links to be attached to outgoing emails. On a
phone or tablet, apps can be used to access email or WorkDrive (Zoho Mail and Zoho WorkDrive). When sending
an email with an attachment to an external body, a link to the WorkDrive should not be used; public Council

documents will normally be on the Council website so a link to is preferred to an attachment.

When an email trail is important it is advised to store it on the Workdrive (so that it can be accessed by other
members in the future) — this can be achieved by printing the email to a pdf and storing it on the WorkDrive.

The shared mailboxes used by the Clerk are for emails that Councillors may be interested in but do not require

action.



Notes on WorkDrive Usage

All Council documents are contained within team folders (my folders are not used) with access as required:

e Admin - other topics undertaken by the clerk
e ClerkOnly - cannot be viewed by Councillors

e Council Meetings - papers associated with a meeting are filed with the agenda and minutes (but
finance, policies and reports are filed according to their subject)

e Finance - includes accounts, assets, contracts, grants and VAT

e Google Drive Archive - material copied from Google Drive

e Governance - includes policies, terms of reference, elections

e Information - sources of information including templates, logos

e Planning - includes Neighbourhood planning, Housing and specific planning issues
e Staff Committee - access limited to Staff Committee (includes HR)

o Working Groups - includes reports, notes of meetings and activities

Documents can be added to the WorkDrive from a laptop or desktop by dragging and dropping them into the
relevant folder. It is also possible to sync folders but it is recommended that is restricted to the Clerk.

Within the folders documents can be stored as Microsoft documents (eg Word or Excel), or as an online Zoho
document (eg Writer or Sheet). In addition, the published version of a document should be stored as a pdf.
Online Zoho documents have the advantage that there are templates to use, updates are automatically saved on
the WorkDrive, a Councillor does not need to purchase Microsoft and if required the document can be shared so
that multiple people can update it.

Documents on the WorkDrive moved to Trash are not deleted (only Admins can delete) and can be restored using
‘Manage Trash’. Previous versions of files can also be recovered from 'More Options > Upload new version'.

Review

This policy will be reviewed by the Council annually or as required including:

e backup regime;
e structure of Team folders;
e access to Team folders.
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